
How to Protect Yourself and Your Credit Union from Fraud 
Verify you are on a vendor/partner’s correct webpage. 

• The correct company logo is present. 
• The correct URL (e.g. htps://www.corpcu.com) is present. 

o Be vigilant in checking for the correct spelling.  
• The lock symbol and a URL star�ng with 'htps' mean that your web browser's connec�on to the 

website server is secure and encrypted. However, bad actors can acquire SSL cer�ficates cheaply 
or at no cost.  

o For further confirma�on a website is secure, you can access a website’s SSL cer�ficate 
through a few easy steps. Learn about it here. 

 

o If you see a “Not secure” warning, you should refrain from going to the site. 

 

This informa�on may look different depending on the browser you are using. When a third party has 
verified the website you are accessing, you will see a message on the site le�ng you know you are on a 
verified website. 

Do you think you have shared sensi�ve informa�on with a bad actor? 

Sign into Beastro (htps://beastro.corporatecu.com/) and check your account informa�on. If you no�ce 
suspicious ac�vity in your accounts, please no�fy us immediately by calling (800) 242-4747 or emailing 
memberservices@corpcu.com. If you think you may have mistakenly given sensi�ve informa�on (such as 
your account number, password, or PIN) in an email, text, phone call, or website that might be 
fraudulent, call us right away. We will help secure your account. 

If at any �me you do not feel your username or password is secure, you may also contact your User 
Administrator to change your security profile in Beastro. Reference this helpful knowledgebase ar�cle for 
more informa�on. 

Protect your personal login creden�als. 

You can protect yourself and your account by recognizing and preparing for online banking threats. Here 
are a few ways to keep yourself and your informa�on safe: 

• Be careful about giving out your username and passwords. Corporate Central will never ask for 
this sensi�ve informa�on over the phone or through email. 

• Be crea�ve with your password and consider using a password management service. It is 
important to use a highly secure password for all your financial accounts. The most secure 
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passwords combine leters, numbers, and special characters. Never use your pet's name, your 
child's name, or anything else that a fraudster could easily find out, like your address, phone 
number, or birth date. A password management service can suggest randomized passwords and 
store them in a secure, cloud-based applica�on. 

• Use mul�factor authen�ca�on (MFA). MFA is a mul�-step account login process that requires 
users to enter more informa�on than just a password. For example, along with a password, you 
might be asked to enter a numerical code sent via text or email, scan a fingerprint, touch a 
physical pass key, or answer a secret ques�on. 

• Be careful on social media. It is beter to be cau�ous about the informa�on you share on social 
media. Do not use informa�on from your social media account for your password.  

• Do not be fooled by phishing atempts. Phishing is when an imposter tries to trick you into 
providing your personal informa�on. They might impersonate Corporate Central in an email, 
phone call, or text and ask you to confirm your informa�on. They may even purport that an issue 
with your account has been iden�fied and they need you to verify informa�on. These scams 
o�en involve a sense of urgency or alarm. 

• Think before you open. Do not open email atachments or links, even if it appears to be from a 
known contact, unless you are expec�ng the communica�on and know what it contains. Use 
different means to verify the communica�on before taking ac�on.  

If you think you have received a suspicious email or phone call from Corporate Central, please call 
us right away at (800) 242-4747 or forward the suspicious email to phish@corpcu.com. 

For addi�onal resources on fraud preven�on and cybersecurity, please refer to this helpful ar�cle 
from mycreditunion.gov. 
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